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ABSTRACT

Recently, there has been an increasing number of cases in which important data (personal information, technology, etc.) of
national and public institutions are leaked to the outside world. Surveys show that the largest cause of such leakage
accidents is “insiders.” Insiders of organization with the most authority can cause more damage than technology leaks caused
by external attacks due to the organization. This is due to the characteristics of insiders who have relatively easy access to
the organization’s major assets.

This study aims to present an optimized property selection model for detecting such abnormalities through supervised
learning algorithms among machine learning techniques using actual data such as CrossNet data transfer system transmission
log, e-mail transmission log, and personnel information, which safely transmits data between separate areas (security area and
non-security area) of the business network and the Internet network.
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Table 1. File Extension Classification

Group Description
Document hwp, ppt, xls, ppt, doc, etc.
Image bmp, jpg, gif, png, tif, etc.
Media avi, mpeg, swf, wma, etc.
Compression zip, tar, war, gz, egg, etc.
Program tmp, sql, bak, iso, dwg, etc.
System bat, conf, dat, dll, exe, etc.

Etc der, pfx, pl2
Unclassified exel, jspl, htm_, bbb, etc.

ol Faal EF v]E2 Table 29} o] 4]
(86.4%), <+5(8.5%), °lvIA(4.2%), wIt]e]
(0.5%), 2=233(0.1%), vIE+7(0.1%), A=
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A} 2H ug 3 5 Al et 3 sl
A5 Fd Afelz Zvldl W i vlES Table
33 2
Table 2. File Extension Classification Rate

Group Count Rate

Document 111,779 86.4%

Compression 10,996 8.5%

Image 5,405 4.2%

Media 672 0.5%

Program 163 0.1%

Unclassified 144 0.1%

System 112 0.1%

Etc 36 0.0%

Table 3. Compression File Size Classification
Rate

Less than Over Over Over 1G
100M 100M 500M
9,036 1,960 769 403
(82.18%) (17.83%) (7.00%) (3.67%)
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f = open{file, encoding="euc—kr", errors= ignore’)
lines = f.read()

from konlpw.tag import Twitter
nlpy = Twitter
nouns = nlpy.nouns(lines)

from eollections import Counter
count = Counter{nouns)

tag_count = []
tags =

for n, c in count.most_common(20000) :
dics = {'tag’ = n, ‘count’': c}
it len{dicsl tag 1) »>= 2 and len(tags) <= 10000:
tag_count.appendi{dics}
tags.appendidics[ tags 12
for tas in tag_count:

print( " format(tag| tazs'1), end=", ")
print("{}" . format(tagl count 123

_~
-

ToAz<1ar”  format(taal tag 1), end="#t"]
Froformatitag[ count 123 N

o)

n
T EAL &= APPHT . format(len(tags)))

A
return tags

Fig. 2.
Algorithm

Morphological Analysis Technique

Table 4. File Name Classification Rate

Group Count Rate
Document 118,483 91.6%
Unclassified 7,526 5.8%
Individual 1,507 1.2%
Restricted Document 1,023 0.8%
Etc 644 0.5%
System 124 0.1%
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Table 5. Multilayer Perceptron Parameter

Table 6. Learning Data Model Definition
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Parameter Definition Default
L LearningRate 0.3
M Momentum 0.2
N TrainingTime 500
\% ValidationSetSize 0
S Seed 0
E ValidationThreshold 20
H HiddenLayers a
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Model 1 Hidden Layer7} 570 o w Ashe
(TP Rate : 0.598)7} #Ald =3, Model 2 3
7 o ) A= (TP Rate : 0.695)7} #A1Y E1,
Model 32 57§ o vl AF%(TP Rate @ 0.443)
7} AD =32, Model 4& 57 4 o HE=(TP
Rate : 0.690)7} Al =3, Model 52 a/l &
o AIF=(TP Rate 0.586)7} Ald =3,
Model 6 2078 o o} AFE=(TP Rate : 0.684)
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HH ]ég'E(TP Rate : 0701)7]' xﬂoal %‘3\}‘4 7 97.31 0.425 0.575 0.925
Model 13} Model 2% H]x 3l3S o =4 10 140.2 | 0.431 | 0.569 | 0.942
Bl (ARES oA Hrh a7l e Fa)e} 15 | 197.13 | 0.431 | 0.569 | 0.961
L ogfo] 419t Model 29} Model 3 uv]x 3} 20 | 23951 | 0.437 | 0.563 | 0.914
4 ] HAA Sado] B &8 d5He A el 25 | 298.34 | 0.443 | 0.557 | 0.959
A= = TR 30 | 353.96 | 0.437 | 0.563 | 0.963
v, Model 59 3} Afe]= 100M &3} £44¢] 74 a 86.93 | 0.626 | 0.374 | 0.999
o Bxgo ol &yl molF9rl. Model 4,] 3 49.48 | 0.598 | 0.402 | 0.999
9 TR Model 69] AT 24T halo] ol 5 71.81 | 0.690 | 0.310 | 0.999
A2 ®9gor Model 79 Wx 443} Model 8 7 98.59 | 0.592 | 0.408 | 0.999
- M4 | 10 | 138.93 ] 0.586 | 0.414 | 0.999

o] fF AZE, ddw 2ol o] &AL o] gl 15 196.05 | 0.684 | 0.316 | 0.999
Az 59 Hgr). 20 | 245.08 | 0.684 | 0.316 | 0.999
262 ol slol thxl sy wdlo A 25 | 297.68 | 0.667 | 0.333 | 0.999

_ AZT*E Py T ek eRE Al 30 [ 352.35 [ 0.667 | 0.333 | 0.999
871 sls) <k A2 TP Rate¢t ROC Area #| a | 8558 | 0.586 | 0.414 | 0.999
Eolt}l. TP Ratex AAZ oAk 349 A%z it 3 50.75 | 0.569 | 0.431 | 0.998
e glolE] Ale] a1 mdlelA o]A} e AT 5 70.58 | 0.563 | 0.437 | 0.999
Aol dlole] Ao A5 vl ROC T 9717 1 0546 | 0.5 | 0.999
Area A Zi dE2usd A=y} An 2 HE 94 M5 | 10 | 143.02 | 0.471 | 0.529 | 0.999
e & 15 | 185.77 | 0.500 | 0.500 | 0.999

< sl Zlf**i aHshe dESHEAd B4 AR 20 185.77 | 0.500 | 0.500 | 0.999
olth(15). wWeld Model 7TH9] &< dlo|e] Az} 25 | 302.35 | 0.500 | 0.500 | 0.999
TP Rate(0.701%), ROC Area(1.000)7} vh& 30 1 352.34 | 0.506 | 0.494 | 0.999
welueh Aol ek s} @ & 9l a 85.36 | 0.569 | 0.431 | 0.999
=% eH7eCl s S/ = T : 3 51.43 | 0.557 | 0.443 | 0.999
5 77.43 | 0.603 | 0.397 | 0.999

7 100 | 0.615 | 0.385 | 0.999

Table 7. Learning Data Model Performance

10 130.05 | 0.615 | 0.385 | 0.999

Result M6
15 188.68 | 0.609 | 0.391 | 0.999
No. | Layer Time TP FP ROC 20 258.9 | 0.684 | 0.316 | 1.000
i (sec) | Rate | Rate | Area 25 294.79 | 0.684 | 0.316 | 0.999
a 109.27 | 0.523 | 0.477 | 0.999 30 357.87 | 0.621 | 0.379 | 0.999
3 56.45 | 0.494 | 0.506 | 0.999 a 86.67 | 0.690 | 0.310 | 0.999
5 102.63 | 0.598 | 0.402 | 1.000 3 53.04 | 0.603 | 0.397 | 1.000
7 134.56 | 0.523 | 0.477 | 0.999 5 72.16 | 0.690 | 0.310 | 0.999
M1 10 186.44 | 0.575 | 0.425 | 1.000 7 97.64 | 0.695 | 0.305 | 0.999
15 217.53 | 0.586 | 0.414 | 0.999 M7 10 129.24 | 0.632 | 0.368 | 0.999
20 280.14 | 0.569 | 0.431 | 1.000 15 275.83 | 0.701 | 0.299 | 1.000
25 344.44 | 0.592 | 0.408 | 0.999 20 268.27 | 0.632 | 0.368 | 1.000
30 415.63 | 0.569 | 0.431 | 1.000 25 303.61 | 0.626 | 0.374 | 1.000
a 91.84 | 0.586 | 0.414 | 0.999 30 363.4 | 0.603 | 0.397 | 1.000
3 51.85 | 0.695 | 0.305 | 0.999 a 69.28 | 0.667 | 0.333 | 0.999
5 75.48 | 0.615 | 0.385 | 0.999 3 49.63 | 0.644 | 0.356 | 0.999
7 99.57 | 0.678 | 0.322 | 1.000 5 72.14 | 0.667 | 0.333 | 0.999
M2 10 136.28 | 0.603 | 0.397 | 1.000 7 92.65 | 0.701 | 0.299 | 0.999
15 198.98 | 0.609 | 0.391 | 1.000 M8 10 123.36 | 0.672 | 0.328 | 0.999
20 255.86 | 0.563 | 0.437 | 1.000 15 175.72 | 0.690 | 0.310 | 0.999
25 336.44 | 0.598 | 0.402 | 1.000 20 242.36 | 0.701 | 0.299 | 0.999
30 370.8 | 0.615 | 0.385 | 0.999 25 291.06 | 0.672 | 0.328 | 0.999
a 86.56 | 0.437 | 0.563 | 0.926 30 406.4 | 0.609 | 0.391 | 0.999
M3| 3 | 4892 | 0.425 | 0.575 | 0.964 # A7 Intel Core 3-6100(3.7GHz),
5 71.88 | 0.443 | 0.557 | 0.971 4.0GB RAM, Windows 10
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Fig. 3. File Name Classification Attribute
Distribution Plot
Fig. 4. Extension Classification Attribute

Distribution Plot
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Fig. 5. Employee Rank Attribute Distribution Plot

Fig. 6. Employee Years Attribute Distribution
Plot

Fig. 7. Employee Type Attribute Distribution Plot
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Table 8. True Positive Rate

No. Hidden Layer 2018 2019
Model 1 5 0.566 0.656
Model 2 3 0.673 0.738
Model 3 5 0.434 0.459
Model 4 5 0.681 0.705
Model 5 a 0.549 0.656
Model 6 20 0.664 0.721
Model 7 15 0.681 0.738
Model 8 20 0.699 0.705
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